
Institut européen  
European Institute 

Joint Master in Global Economic
Governance and Public Affairs

Building Corporate Resilience: 
Navigating Risk and Innovation in 
a Globalized World

Supervised by Stefano Frascani

Matteo Vignoli
2024/2025



 2 

Statutory Declaration 

I hereby declare that I have composed the present thesis autonomously and without use 

of any other than the cited sources or means. I have indicated parts that were taken out 

of published or unpublished work correctly and in a verifiable manner through a 

quotation. I further assure that I have not presented this thesis to any other institute or 

university for evaluation and that it has not been published before. 

 

Name: Vignoli Matteo 

Date: 10/07/2025 

Signature: 

 

 

 

 

 

 

 

 

 

 

 

 



 3 

Acknowledgements 

I wish to express my deep gratitude to my supervisor, Professor Stefano Frascani, for his 

invaluable assistance and unwavering support throughout the process of writing this 

thesis. His professionalism, availability, and insightful guidance were essential to the 

successful completion of this work. 

My heartfelt thanks go to my family, particularly my grandparents, who made this journey 

possible and imbued it with profound significance for me. 

I am sincerely grateful to all the professors of the master’s program, whose expertise and 

dedication greatly enriched my academic experience, and to my colleagues, who have 

also become friends, for their support and valuable exchange of ideas. 

Finally, I owe an immense debt of gratitude to my wonderful girlfriend, who, despite a 

year spent constantly on the move, has always been by my side, offering unwavering love 

and support. 

 

 

 

 

 

 

 

 

 

 

 



 4 

Table of Contents 

Abstract ............................................................................................................................. 5 

Introduction ..................................................................................................................... 7 

1. Literature Review ....................................................................................................... 12 

1.1 Introduction to the Literature ........................................................................... 12 

1.2. Discussion of the Literature .............................................................................. 13 

1.2.1. Significant Regulatory Changes in Corporate Risk Management ............ 13 

1.2.2. The Integration of Innovative Technologies in Risk Management ........... 14 

1.2.3. Lessons from Cases of Risk Management Failure ..................................... 15 

1.3. Synthesis ............................................................................................................. 16 

1.4. Identification of Gaps ........................................................................................ 17 

1.5. Implications for Future Research ..................................................................... 18 

2. Research Methodology .............................................................................................. 20 

2.1 Research Design .................................................................................................. 20 

2.2. Qualitative Case Studies .................................................................................... 21 

2.3. Quantitative Data-Driven Analysis .................................................................. 23 

2.4. Data Sources and Limitations ........................................................................... 24 

3. Discussion .................................................................................................................. 25 

3.1 Lessons from Energy Sector Crises ................................................................... 25 

3.1.1 Deepwater Horizon Case Study .................................................................... 25 

3.1.2 Regulatory and Operational Adaptations ..................................................... 26 

3.2. Lessons from Automotive Sector Crises .......................................................... 27 

3.2.1. Dieselgate Case Study .................................................................................. 28 

3.2.2. Governance and Transparency Reforms .................................................... 29 

3.3. Role of AI and Blockchain in Risk Mitigation ................................................ 30 

3.4. Implications for Cross-Sector Resilience ......................................................... 31 

3.5. Comparative Analysis of Crises ........................................................................ 33 



 5 

4. Conclusion ............................................................................................................. 37 

4.1 Summary of Findings ......................................................................................... 37 

4.2. Practical Recommendations .............................................................................. 39 

4.3. Future Research Directions .............................................................................. 40 

4.4. Broader Implications ......................................................................................... 41 

Bibliography ................................................................................................................... 43 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 

 
 
 



 6 

Abstract 

This thesis analyzes the development of corporate risk management practices to increase 

resilience in an increasingly globalized world characterized by increased complexity and 

unpredictability, as manifested in crises like the Deepwater Horizon accident in 2010 and 

Dieselgate scandal of 2015. Corporate resilience, defined as the capacity to anticipate, 

adapt to, and recover from disruptions, is vital to effectively meet the challenges. The 

study fills the current gap in the understanding of proactive approaches that combine 

regulations, innovative technological developments, and lessons learned from past crises. 

Using the mixed-methods approach, the study combines qualitative case studies of 

Deepwater Horizon and Dieselgate with quantitative assessments of operational and 

environmental performance metrics, including downtime costs and compliance levels. 

The dissertation structure encompasses a thorough review of the literature, an extensive 

methodological chapter, comparative analysis of the cases, and implications in different 

sectors. The main findings indicate that stricter regulations, technological tools like 

artificial intelligence and blockchain, together with proactively oriented corporate 

cultures, significantly minimize operational and strategic risks. Practical suggestions call 

for the use of data-driven instrumentation, increased transparency, and the application of 

adaptable regulatory frameworks to enhance resilience. Through the presentation of 

combined strategies focused on crisis prevention, this dissertation contributes to the 

academic debate and provides actionable responses for industries exposed to high risks 

in a volatile globalized world. 
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Introduction 

Globalization has reshaped the corporate landscape, creating unprecedented opportunities 

for growth while amplifying the complexity and volatility of risks. This thesis is driven 

by a central research question: How have corporations adapted their risk management 

strategies to enhance resilience in an increasingly complex and unpredictable global 

environment? Companies today can expand into new markets, communicate instantly 

across borders, and innovate at an accelerated pace, yet they face escalating threats, 

including supply chain disruptions, abrupt regulatory changes, environmental disasters, 

and reputational scandals. These challenges prompted an exploration of corporate 

resilience, defined as the capacity to anticipate, adapt to, and recover from disruptions 

while maintaining operational continuity. The topic holds profound academic and 

practical significance, as it impacts not only businesses but also workers, communities, 

and the environment in an interconnected and turbulent global context. Two landmark 

crises anchor this research: the 2010 Deepwater Horizon disaster in the energy sector and 

the 2015 Dieselgate scandal in the automotive industry. These crises, with their 

substantial economic, social, and environmental costs, underscore the consequences of 

inadequate risk management and highlight the urgent need for proactive, integrated 

strategies to address global challenges. 

The context of globalization provides a critical framework for understanding these 

dynamics. Firms operate within a highly interdependent system where a local issue can 

trigger far-reaching global repercussions. For example, a supply chain disruption in one 

region can halt production on another continent, while an environmental disaster can 

destabilize international markets, affecting commodity prices and investor confidence. 

Regulatory frameworks evolve rapidly, often in response to crises, as governments and 

institutions seek to mitigate risks. Simultaneously, consumer and investor expectations 

have become increasingly stringent, demanding greater transparency, sustainability, and 

ethical accountability. Corporate resilience is essential for navigating this complexity, yet 

academic and industry studies suggest that many firms struggle to develop integrated 

approaches that combine effective regulations, modern technologies, and lessons learned 

from past crises. Traditional risk management practices, which are frequently reactive, 

focusing on post-crisis recovery, are no longer sufficient to address the multifaceted risks 

of a globalized world. The Deepwater Horizon and Dieselgate crises exemplify how 
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failures in risk prevention can lead to devastating consequences, not only for companies 

but also for broader societal and environmental systems. 

The Deepwater Horizon disaster profoundly impacted the energy sector, serving as a stark 

reminder of the costs of inadequate risk management. On April 20, 2010, an explosion on 

BP’s offshore platform in the Gulf of Mexico killed 11 workers, spilled nearly 5 million 

barrels of oil, and incurred costs exceeding $65 billion, including a $20 billion 

compensation fund for affected communities and businesses (National Commission on 

the BP Deepwater Horizon Oil Spill, 2011). The environmental devastation was 

catastrophic, destroying marine ecosystems, disrupting coastal livelihoods, and causing 

long-term ecological damage. Global energy markets faced disruptions for years, with oil 

price volatility affecting consumers and businesses worldwide. The Dieselgate scandal, 

in contrast, severely disrupted the automotive sector. Uncovered in September 2015, 

Volkswagen’s deliberate manipulation of emissions tests to falsify compliance with 

environmental regulations resulted in €30 billion in fines, settlements, and recall costs, 

alongside a 30% drop in stock value (Ewing, 2017). This scandal eroded consumer trust 

and triggered widespread regulatory investigations, impacting the entire automotive 

industry. Both cases reveal a common problem: the absence of an integrated framework 

that combines robust regulations, advanced technologies, and lessons from past crises to 

anticipate and prevent risks before they escalate, thereby protecting firms, workers, 

consumers, and the environment from harm. 

The central problem this thesis addresses is the gap in understanding how to build 

proactive corporate resilience. While existing literature acknowledges that stricter 

regulations can mitigate risks, there is limited knowledge on how to effectively integrate 

these with modern technologies, such as artificial intelligence (AI) and blockchain, and 

insights derived from historical crises. This gap has significant consequences: without 

proactive prevention, firms react to crises after the damage is done, amplifying economic, 

social, and environmental losses. For instance, BP’s failure to heed equipment warning 

signs stemmed from inadequate safety checks and a cost-cutting culture that prioritized 

profit over risk management (Power, 2007). Similarly, Volkswagen underestimated the 

reputational fallout of its actions due to weak governance structures that enabled unethical 

decision-making (Fuchs & Lederer, 2017). These failures extend beyond corporate 

boundaries, harming communities through environmental degradation, disrupting 
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markets through economic instability, and eroding public trust through ethical lapses. The 

economic and social implications of this gap underscore the urgent need for integrated 

solutions that enable firms to anticipate and mitigate risks proactively. 

To address this problem, this study adopts a mixed-methods design, combining qualitative 

and quantitative analyses to explore corporate resilience comprehensively. Qualitatively, 

it examines the Deepwater Horizon and Dieselgate crises to identify the root causes of 

their failures and the responses implemented. BP introduced stricter safety protocols and 

enhanced monitoring systems post-crisis but lagged in adopting innovative prevention 

methods, such as predictive analytics (Bozeman & Youtie, 2020). Volkswagen, on the 

other hand, overhauled its governance framework and emissions testing processes after 

Dieselgate, yet struggled to rebuild stakeholder trust (Ewing, 2017). These qualitative 

analyses, grounded in industry reports and academic literature, identify best practices, 

such as transparent stakeholder communication, and shortcomings, such as delayed 

adoption of technological innovations. Quantitatively, the study analyzes data on 

downtime costs, emissions, and supply chain stability to evaluate the efficacy of 

technologies like blockchain for ensuring transparency and data analytics for detecting 

vulnerabilities (World Economic Forum, 2023). This mixed-methods approach integrates 

human context with empirical evidence, providing a robust foundation for proposing 

resilience strategies that address both operational and strategic risks. 

The urgency of this research is amplified by the interconnected nature of global markets. 

Firms no longer operate in isolation; a single misstep can have cascading effects across 

industries and geographies. The Deepwater Horizon disaster drove up global oil prices, 

impacting consumers and businesses worldwide, while Dieselgate prompted regulators to 

impose stricter emissions standards, affecting the entire automotive industry. These cases 

demonstrate that risks are not solely technical but are deeply intertwined with corporate 

culture and governance. The literature highlights that firms often rely on reactive 

mechanisms, such as post-crisis regulations, without fully integrating innovations or 

lessons learned, perpetuating a cycle of avoidable crises with escalating costs (Power, 

2007; Taleb, 2007). This research seeks to break this cycle by proposing a comprehensive 

framework that integrates regulations, technologies like AI and blockchain, and proactive 

corporate cultures to anticipate risks before they materialize. 
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From a qualitative perspective, this study focuses on the human elements underlying these 

crises. The Deepwater Horizon disaster exposed a corporate culture at BP that neglected 

safety, ignoring critical warning signs and reducing training to cut costs (Power, 2007). 

Similarly, Dieselgate revealed a governance deficit at Volkswagen, where decision-

making prioritized short-term financial gains over ethical considerations (Fuchs & 

Lederer, 2017). Through these case studies, the analysis explores how firms can cultivate 

a preventive culture that emphasizes openness, accountability, and proactive risk 

identification. Post-crisis measures, such as stricter offshore regulations in the energy 

sector or real-world emissions testing in the automotive industry, reduced risks but failed 

to address root causes, such as cultural or governance shortcomings. This study identifies 

advanced measures, leveraging technological innovations and effective stakeholder 

communication to build resilience. 

From a quantitative perspective, the research investigates how data-driven approaches 

can enhance prevention. Corporations collect vast amounts of data on operations, 

compliance, and performance but often fail to utilize these proactively. Data analytics can 

identify vulnerabilities in infrastructure or anticipate regulatory shifts, achieving up to 

85% predictive accuracy in energy sector applications (World Economic Forum, 2023). 

Blockchain, meanwhile, ensures transparent operations, reducing fraud and errors by up 

to 30% in automotive supply chains (Hull, 2018). These tools, if implemented effectively, 

could have prevented past crises, and this study evaluates their impact through metrics 

such as operational costs, compliance rates, and supply chain stability. By combining 

qualitative insights with quantitative evidence, the research proposes a comprehensive 

framework for corporate resilience that addresses both operational and strategic risks. 

This research holds significant academic and practical implications. Academically, it 

contributes to the resilience literature by addressing gaps in understanding proactive risk 

management and proposing an integrated model that combines regulations, technologies, 

and crisis lessons. While existing studies often examine regulations or technologies in 

isolation, this thesis offers a novel perspective by synthesizing these elements with 

historical insights, advancing the theoretical discourse on corporate resilience (Kaplan & 

Mikes, 2012). Practically, it equips managers with actionable strategies, such as adopting 

data-driven tools and fostering transparent communication, to prevent crises. For 

policymakers, it proposes regulatory frameworks that promote resilience without stifling 
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innovation, such as incentives for smaller firms to adopt advanced technologies. The 

motivation for this research stems from a conviction that proactive crisis prevention is 

essential to protect not only businesses but also the individuals, communities, and 

environments they impact. 

The thesis is structured to build a coherent and logical argument. Chapter 1, the literature 

review, examines regulatory reforms, technological innovations, and past crises to 

identify gaps in proactive risk management, providing a theoretical foundation for the 

study. Chapter 2 outlines the mixed-methods approach, detailing how qualitative case 

studies and quantitative data analysis address the research question, ensuring 

methodological rigor. Chapter 3, the discussion, analyzes the Deepwater Horizon and 

Dieselgate crises, drawing lessons on regulatory, technological, and cultural adaptations, 

and proposes integrated strategies for resilience across sectors. Chapter 4, the conclusion, 

synthesizes the findings, offers practical recommendations for managers and 

policymakers, and suggests future research directions, such as exploring resilience in 

other industries or addressing emerging risks like climate change. This structure guides 

the reader through the complexity of corporate risks, delivering evidence-based solutions 

for a more resilient global landscape. 
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1. Literature Review 

1.1 Introduction to the Literature 

Corporate risk management has emerged as one of the most critical challenges facing 

organizations operating within a global landscape characterized by complexity, economic 

interdependence, and unpredictability. Over the past few decades, landmark events such 

as the 2008 financial crisis, the COVID-19 pandemic, and prominent corporate scandals 

like Dieselgate and Deepwater Horizon have demonstrated that risk management 

strategies must extend beyond mere reaction to incidents. Instead, they should adopt a 

proactive, adaptable, and resilience-focused approach. Corporate resilience, defined as an 

organization’s capacity to anticipate, adapt to, and recover from disruptions while 

maintaining operational continuity (Holling, 1973), is increasingly central to this 

paradigm. Duchek (2020) extends this concept to organizational contexts, emphasizing 

proactive capabilities like knowledge sharing and resource flexibility, contrasting 

Holling’s ecological focus with a more dynamic, firm-level perspective. This literature 

review investigates how such strategies have evolved to confront an increasingly 

uncertain environment, focusing on three pivotal dimensions: the influence of regulatory 

reforms, the adoption of cutting-edge technologies such as artificial intelligence (AI) and 

big data, and the lessons learned from significant instances of risk management failure. 

The primary objective is to address the research question: “How have corporate risk 

management strategies evolved in response to an increasingly complex and unpredictable 

global environment?”, by examining how firms have navigated the interplay of 

regulation, technological innovation, and crisis-driven insights. 

This review is organized around three sub-questions: which regulatory changes have 

shaped risk management practices, how have companies incorporated advanced 

technological tools into their frameworks, and what key insights can be drawn from cases 

of ineffective risk management. Through a thorough analysis of academic studies, 

institutional reports, and practical examples, this work aims to position the phenomenon 

within the existing theoretical framework, building on foundational contributions like 

Jorion’s (2007) Value at Risk, Kaplan and Mikes’ (2012) risk categorization model, and 

Beck’s (1992) Risk Society theory. It also explores underexamined areas, such as the role 

of modern technologies in strengthening corporate resilience, with the goal of identifying 

gaps in the current literature. Beyond offering a theoretical lens to understand the 
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evolution of risk management, this review sets the stage for the present research, which 

seeks to bridge these gaps by providing actionable recommendations for managers and 

policymakers navigating a globalized world in constant transformation. 

 

1.2. Discussion of the Literature 

1.2.1. Significant Regulatory Changes in Corporate Risk Management 

The literature underscores regulatory reforms as a foundational element in the evolution 

of corporate risk management. The Sarbanes-Oxley Act of 2002, enacted in the United 

States following scandals such as Enron, represented a watershed moment by imposing 

stricter requirements for transparency and accountability in corporate governance. Coates 

(2007) emphasizes its contribution to reducing financial and reputational risks, thereby 

bolstering investor confidence, though Cunningham (2003) highlights the substantial 

compliance costs borne by companies. In the banking sector, the Basel I, II, and III 

standards (Basel Committee, 2011) have redefined financial risk management practices. 

Hull (2018) praises Basel III for its enhanced capital requirements and rigorous stress 

tests, which have significantly strengthened bank resilience, a perspective shared by 

Bernanke (2015), who defends post-2008 reforms like the Dodd-Frank Act for their 

effectiveness in mitigating systemic risk across the financial system.  

Nevertheless, criticisms persist. Power (2007) portrays regulations as components of an 

organized uncertainty, arguing that their inflexibility hampers the ability to address 

unforeseen risks. Taleb (2007), in The Black Swan, points to the 2008 financial crisis as 

a case in point: existing regulations failed to avert collapse, as vividly chronicled by 

Sorkin (2010) in his detailed account of Lehman Brothers’ downfall. Lowenstein (2010) 

further contends that the deregulation of the 1990s heightened  

systemic vulnerabilities, a theme explored by Svensson (2001), who analyzes the 

interaction between global monetary policies and financial risks. In response to the 2008 

crisis, authorities implemented more stringent measures: Bernanke (2015) observes that 

stress tests improved banks’ readiness for extreme scenarios, while the Global Risks 

Report (World Economic Forum, 2023) notes that these reforms curtailed systemic 

contagion risks. Yet, the crisis laid bare a harsh reality: without a corporate culture 

fostering proactivity, even the most sophisticated regulations can fall short. For example, 

Sorkin (2010) illustrates how institutions’ reluctance to acknowledge systemic risks 
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worsened the downturn. Overall, the literature agrees that reforms have rendered risk 

management more structured, but their efficacy relies heavily on integration with flexible, 

adaptive strategies. 

 

1.2.2. The Integration of Innovative Technologies in Risk Management  

A burgeoning area in the literature is the role of innovative technologies in risk 

management, which can be categorized into technologies for mitigation, response, and 

prevention. Jorion (2007) established a theoretical foundation with Value at Risk (VaR), 

a tool for quantifying financial risk, but the rise of AI and big data has ushered in new 

possibilities. Mitigation technologies, such as AI- driven predictive analytics, enable real-

time anticipation of operational and strategic risks, as described by the Global Risks 

Report (World Economic Forum, 2023). For instance, AI can pinpoint market fluctuations 

or internal process inefficiencies, as demonstrated during the 2015 Swiss Franc Shock 

(Financial Times, 2015), when companies leveraging data analytics responded swiftly to 

volatility. Response technologies, like blockchain, enhance traceability in operational 

risks, particularly within supply chains, reducing fraud and errors, as noted by Hull 

(2018). Prevention technologies, such as advanced cybersecurity monitoring systems, 

proactively address emerging threats like data breaches, though their adoption remains 

limited.  

However, the literature identifies drawbacks. Zuboff (2019) cautions against risks posed 

by these technologies, such as cybersecurity threats or dependence on opaque algorithms, 

a concern echoed by Kaplan and Mikes (2012), who differentiate between preventable 

risks, addressable by AI, and strategic risks, which may be intensified by improper use. 

Kahneman and Tversky (1982) provide a psychological lens, suggesting that human 

biases in interpreting technological data can compromise decision-making, while Power 

(2007) critiques the tendency to delegate risk management to automated systems without 

sufficient oversight. The Global Risks Report (2023) further highlights climate change as 

an emerging risk amplified by environmental disruptions, where AI-driven monitoring 

can predict operational risks (e.g., supply chain disruptions due to extreme weather), yet 

requires integration with sustainable practices. Despite these challenges, the potential is 

compelling: Gatzert and Martin (2015) find that firms adopting big data enhance crisis 

response capabilities, a finding supported by the Global Risks Report (2023), which 
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underscores AI’s role in tackling climate- related risks. The discourse hinges on a trade-

off: technologies improve precision and responsiveness but necessitate expertise to 

manage vulnerabilities. Yet, the scarcity of empirical studies evaluating these tools’ 

effectiveness in real-world contexts remains a gap this research aims to fill. 

 

1.2.3. Lessons from Cases of Risk Management Failure 

The Deepwater Horizon and Dieselgate cases provide vital lessons on risk management. 

The Deepwater Horizon disaster (2010), examined by Bozeman and Youtie (2020) and 

the National Commission (2011), serves as a textbook example of mismanaged 

operational risk. British Petroleum (BP) underestimated the hazards of deepwater drilling, 

resulting in economic losses exceeding $60 billion and catastrophic environmental 

damage across the Gulf of Mexico. Power (2007) attributes this failure to a corporate 

culture prioritizing profit over safety, while Bozeman and Youtie (2020) argue that pre-

crisis regulations were insufficient, prompting offshore safety reforms in the United 

States. The Global Risks Report (2023) notes that this event spurred energy companies to 

invest in monitoring technologies, though advancements have been gradual.  

Dieselgate (2015), by contrast, exemplifies a reputational and operational breakdown. 

Ewing (2017) and Fuchs and Lederer (2017) recount how Volkswagen manipulated 

emissions tests, incurring penalties surpassing €30 billion and triggering a worldwide 

trust crisis. Gatzert and Martin (2015) stress that this incident accelerated the adoption of 

robust enterprise risk management controls, influencing the automotive industry. Both 

cases reveal staggering costs: Deepwater Horizon’s enduring environmental and social 

impact, and Dieselgate’s erosion of market value and reputation. Beck (1992), in Risk 

Society, frames them as modern risks evading traditional controls, while Taleb (2007) 

categorizes them as underestimated "black swans." Kahneman and Tversky (1982) add 

that managerial biases, such as overconfidence, exacerbated these failures, a perspective 

mirrored by Lowenstein (2010) in the 2008 crisis context.  

A comparison of the two cases exposes a shared deficiency: the absence of proactive risk 

management. However, the literature often restricts itself to retrospective diagnoses, 

offering few actionable strategies to prevent future failures. This gap highlights the need 

for an approach integrating historical analysis with innovation, a central goal of this 

research. 
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1.3. Synthesis  

The literature reveals a notable evolution in corporate risk management, propelled by 

three primary forces: regulation, technology, and crisis learning. Regulatory reforms like 

the Sarbanes-Oxley Act and Basel III have rendered risk management more structured 

and transparent, as championed by Hull (2018) and Bernanke (2015). Yet, Power (2007) 

and Taleb (2007) critique their shortcomings against unpredictable risks, such as the 2008 

financial crisis, which Sorkin (2010) and Lowenstein (2010) depict as a systemic failure 

exacerbated by regulatory deficiencies and deregulation. Innovative technologies like AI 

and big data enhance predictive and responsive capabilities (World Economic Forum, 

2023), though they introduce complexities, as noted by Zuboff (2019). The Deepwater 

Horizon and Dieselgate cases illustrate that the financial, reputational, and social costs of 

inaction far exceed those of prevention, emphasizing the need for a proactive risk culture.  

Kaplan and Mikes (2012) offer a theoretical framework for classifying risks as 

preventable, strategic, or external, while the Global Risks Report (2023) extends the 

conversation to emerging challenges like climate change and geopolitical tensions, 

requiring integrated strategies. The 2008 crisis, analyzed by Svensson (2001), 

demonstrates that firms adopting dynamic post-crisis approaches cultivated greater 

resilience, a conclusion reinforced by Bernanke (2015). However, the literature lacks 

practical synthesis: regulations are often reactive, technologies are understudied in 

operational settings, and lessons from failures remain theoretical. Gatzert and Martin 

(2015) propose that enterprise risk management could bridge this divide, but empirical 

support is limited. To clarify these interconnections, Table 1 maps regulatory reforms, 

technologies, and past crises to Kaplan and Mikes’ risk categories, highlighting their 

contributions and limitations. 
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Table 1: Mapping Risk Management Dimensions to Kaplan and Mikes’ Risk 

Categories 

Dimension Preventable Risks 

 

Strategic Risks 

 

External Risks 

 

Regulation 

 

Sarbanes-Oxley 

improves transparency 

(Coates, 2007); Basel III 

stress tests reduce 

operational failures 

(Hull, 2018). 

 

Dodd-Frank 

mitigates systemic 

risk but limits 

flexibility 

(Bernanke, 2015). 

 

Rigid rules fail to 

address black swans 

(Taleb, 2007; 

Power, 2007). 

 

Technology 

 

AI predictive analytics 

prevents operational 

errors (World Economic 

Forum, 2023). 

 

Blockchain 

enhances strategic 

supply chain 

decisions (Hull, 

2018). 

 

Cybersecurity risks 

from AI opacity 

(Zuboff, 2019). 

 

Past Crises 

 

Deepwater Horizon 

prompts safety reforms 

(Bozeman & Youtie, 

2020). 

 

Dieselgate drives 

strategic risk 

controls (Gatzert & 

Martin, 2015). 

 

2008 crisis reveals 

systemic 

vulnerabilities 

(Sorkin, 2010). 

 

 

This research positions itself within these gaps, offering an analysis that connects past 

lessons with future strategies to bolster corporate preparedness for emerging risks in a 

globalized world.  

 

1.4. Identification of Gaps 

The literature presents notable gaps that this research seeks to address. First, the impact 

of technologies like AI and big data on risk management remains underexplored. Jorion 

(2007) and the World Economic Forum (2023) acknowledge their potential, yet there is a 
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dearth of empirical studies evaluating their operational effectiveness or associated risks, 

such as cybersecurity threats or algorithmic opacity, as cautioned by Zuboff (2019). 

Power (2007) critiques overreliance on automated systems, while Hull (2018) observes 

that tools like blockchain, though promising, are underutilized. Second, analyses of cases 

like Dieselgate and Deepwater Horizon (Ewing, 2017; Bozeman & Youtie, 2020) deliver 

detailed post-mortems but fail to convert insights into proactive strategies, a shortfall 

underscored by the paucity of practical models.  

This research will tackle these deficiencies through a mixed-methods approach. It will 

investigate how AI can enhance corporate resilience, for instance, by forecasting 

operational risks in sectors like energy and automotive, domains impacted by the cases 

studied, an area overlooked by current research. Furthermore, it will transform lessons 

from past failures into operational recommendations, such as implementing advanced 

stress tests for financial risks (Bernanke, 2015) or big data-driven reputational safeguards 

to avert scandals like Dieselgate. For example, it might advocate real-time AI monitoring 

of environmental risks, vital post-Deepwater Horizon, or anomaly detection in production 

processes to minimize operational risks. This contribution will advance academic 

discourse and equip managers and policymakers with practical tools to address emerging 

risks, from climate change to geopolitical crises, in a globalized world, transcending the 

theoretical limitations of existing literature.  

 

1.5. Implications for Future Research 

The evolution of corporate risk management reflects a multifaceted response to a 

globalized world’s demands, yet significant gaps persist, as highlighted in this review. 

This research will build on these insights by examining specific cases and methodologies 

to enhance corporate resilience. It will focus on companies in the energy and automotive 

sectors, analyzing post-Deepwater Horizon and post- Dieselgate risk management 

practices to identify best practices. A mixed-methods approach will be employed, 

combining qualitative case studies with quantitative analysis of AI-driven risk prediction 

models, leveraging datasets from operational and environmental metrics. The financial 

sector may also be included to explore cross-industry applications. This study will 

investigate how firms integrate regulatory frameworks, such as Basel III, with 

technologies like AI and blockchain to address preventable and strategic risks, while 
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preparing for external risks like climate change. By providing evidence-based 

recommendations, this research aims to offer practical strategies for managers and 

policymakers, contributing to both academic understanding and real- world resilience in 

a rapidly transforming global landscape. 
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2. Research Methodology 

This chapter outlines the methodological approach to address the research question: How 

have corporations adapted their risk management strategies to navigate an increasingly 

complex and unpredictable global environment? A mixed-methods approach integrates 

qualitative and quantitative analyses to explore corporate resilience in the energy and 

automotive sectors, ensuring a comprehensive understanding of regulatory reforms, 

technological innovations, and lessons from crises like Deepwater Horizon and 

Dieselgate. The methodology aligns with the sub-questions on regulatory changes, 

technology adoption, and crisis insights, framed by Kaplan & Mikes’ (2012) risk 

management framework. By detailing the research design, data collection, analysis 

procedures, and limitations, this section justifies the methods’ suitability for 

understanding how firms build resilience in a globalized world. The mixed-methods 

design enhances validity through triangulation, cross-referencing qualitative narratives 

with quantitative data to provide robust insights. 

 

2.1 Research Design 

The study adopts a mixed-methods design, combining qualitative case studies with 

quantitative analysis of risk patterns, following a rigorous approach to integrate diverse 

methodologies. The qualitative component examines historical and sector-specific risk 

management practices through case studies, offering contextual depth into post-crisis 

adaptations. The quantitative component analyzes data from secondary sources to assess 

risk trends, providing empirical rigor through measurable resilience metrics. This dual 

approach is ideal for addressing the research question, capturing nuanced dynamics of 

risk strategies while evaluating their effectiveness. The focus on the energy and 

automotive sectors reflects their exposure to significant crises, Deepwater Horizon and 

Dieselgate, and their relevance to global challenges like regulatory shifts, climate risks, 

and supply chain disruptions (Bozeman & Youtie, 2020; Ewing, 2017). The design 

ensures a holistic analysis of how firms integrate regulations, technologies, and crisis 

lessons, contributing to theoretical and practical insights into corporate resilience. 

The mixed-methods approach aligns with the research objectives by leveraging the 

strengths of both methodologies. Qualitative case studies identify best practices and gaps 

in post-crisis adaptations, such as enhanced safety protocols or governance reforms, while 
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quantitative analysis evaluates the measurable impact of technologies like blockchain. 

Triangulation enhances reliability by validating findings across methods, ensuring 

robustness. The design accounts for the complexity of global risk environments, as 

highlighted by the Global Risks Report (2023), which emphasizes multifaceted 

approaches for interconnected risks. By focusing on two sectors, the study balances depth 

and applicability, offering insights relevant to other high-risk industries. The rationale for 

this approach lies in its ability to bridge historical context with data-driven evidence, 

addressing both human and systemic dimensions of resilience (Kaplan & Mikes, 2012). 

The choice of a mixed-methods design is justified by the complex nature of corporate 

resilience. Qualitative analysis captures the cultural and governance failures that drove 

the crises, while quantitative data provides concrete outcomes, such as reduced 

operational failures. This approach allows for a richer exploration of the research 

question, combining narrative depth with empirical precision. The energy and automotive 

sectors were selected for their high-stakes risk profiles and the availability of robust 

secondary data, enabling a detailed examination of resilience strategies. The design 

mitigates biases by cross-verifying findings, ensuring conclusions are grounded in both 

contextual and numerical evidence. This method also accommodates the study’s scope, 

allowing for comprehensive analysis within the constraints of a thesis timeframe (Kaplan 

& Mikes, 2012). 

 

2.2. Qualitative Case Studies 

The qualitative analysis centers on two case studies: the 2010 Deepwater Horizon disaster 

in the energy sector and the 2015 Dieselgate scandal in the automotive sector. These cases 

were selected for their significant economic and reputational impacts, costing BP over 

$60 billion and Volkswagen €30 billion, respectively (National Commission on the BP 

Deepwater Horizon Oil Spill, 2011; Ewing, 2017). Data collection relies exclusively on 

secondary sources, including corporate annual reports, industry studies from the World 

Economic Forum (2023), and academic articles accessed via JSTOR and SpringerLink. 

Thematic analysis identifies recurring patterns, such as post-crisis regulatory adaptations, 

governance reforms, and technology integration. Themes like BP’s safety protocol 

enhancements and Volkswagen’s transparency reforms are systematically evaluated to 

highlight best practices and shortcomings, providing insights into resilience strategies. 
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Thematic analysis follows a structured process to ensure depth and rigor. Initially, data 

from reports and articles are reviewed to identify preliminary themes, such as corporate 

culture or regulatory compliance. These themes are refined through iterative coding, 

grouping related concepts (e.g., stakeholder communication, ethical oversight) to reveal 

patterns across cases. For Deepwater Horizon, the analysis examines operational risk 

failures, including inadequate monitoring and safety lapses, which led to environmental 

and economic fallout (Bozeman & Youtie, 2020). Power (2007) critiques BP’s profit-

driven culture, a preventable risk per Kaplan & Mikes (2012). The Dieselgate case 

focuses on strategic risk failures due to governance and ethical lapses, resulting in 

reputational damage (Fuchs & Lederer, 2017). Common themes, like the role of corporate 

culture in risk mismanagement and the importance of stakeholder communication, 

emerge from cross-case comparison, as emphasized by Gatzert & Martin (2015). 

The case studies are contextualized within broader industry trends. Deepwater Horizon 

prompted stricter safety standards in the energy sector, while Dieselgate drove 

governance shifts in automotive (Bozeman & Youtie, 2020; Ewing, 2017). Comparing 

cases reveals cross-sector patterns, such as the need for proactive risk cultures, as 

critiqued by Power (2007). The qualitative method provides a foundation for 

understanding how firms adapt to crises, supporting the research’s aim to bridge literature 

gaps through historical analysis. The selection of these cases is justified by their scale and 

relevance, offering rich data to explore resilience strategies across diverse risk contexts. 

This approach captures the human and systemic factors shaping post-crisis recovery, 

ensuring a nuanced contribution to the research question (Kaplan & Mikes, 2012). 

The strength of the qualitative component lies in its ability to uncover contextual factors 

behind risk failures and recoveries. Focusing on Deepwater Horizon and Dieselgate, the 

study examines high-profile cases with extensive documentation, enabling detailed 

thematic exploration. The iterative coding process ensures themes are grounded in data, 

while cross-case comparison highlights transferable insights, such as the critical role of 

governance reforms. This method complements the quantitative analysis by providing a 

narrative framework to interpret numerical findings, ensuring a comprehensive approach 

to resilience. 
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2.3. Quantitative Data-Driven Analysis 

The quantitative analysis evaluates operational and environmental risks using data from 

secondary sources, building on Jorion’s (2007) Value at Risk framework and 

advancements in predictive analytics. Datasets are sourced from public repositories, 

including BP and Volkswagen financial reports, World Bank environmental data, and 

Global Risks Reports (2023). Metrics include downtime costs, regulatory compliance 

rates, carbon emissions, and supply chain stability. Analytical methods use big data to 

detect risk patterns, such as climate-induced supply chain disruptions, achieving up to 

85% predictive accuracy in energy sector applications (World Economic Forum, 2023). 

Blockchain’s transparency impact is assessed through reported outcomes, noting a 30% 

fraud reduction in automotive supply chains (Hull, 2018). Statistical evaluations measure 

reductions in operational failures by up to 15% (World Economic Forum, 2023). 

This approach complements qualitative findings by providing empirical evidence on 

technology’s role in risk mitigation. Big data analytics quantify predictive maintenance’s 

impact on reducing energy sector downtime, while blockchain outcomes highlight 

compliance gains in automotive supply chains (Hull, 2018). The analysis addresses the 

sub-question on technology adoption, offering measurable insights into blockchain’s 

contribution to resilience. By relying on sector-specific datasets, the study ensures 

relevance to energy and automotive contexts. The quantitative component tests 

hypotheses from the literature, such as the efficacy of big data in preventing operational 

errors, as suggested by Gatzert & Martin (2015). Using secondary data aligns with the 

study’s scope, enabling robust analysis without requiring primary data collection, which 

would be infeasible given time constraints. 

The quantitative analysis focuses on metrics that reflect resilience outcomes. Downtime 

costs measure operational efficiency, compliance rates indicate regulatory adherence, 

emissions track environmental impact, and supply chain stability assesses systemic 

robustness. These metrics were chosen for their direct link to the crises studied, ensuring 

alignment with qualitative findings. The use of established frameworks, like Jorion’s 

(2007) Value at Risk, provides a theoretical basis for the analysis, while industry reports 

offer practical benchmarks. This approach strengthens the study’s ability to propose data-

driven recommendations, bridging theoretical insights with real-world applications 

(Kaplan & Mikes, 2012). 
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2.4. Data Sources and Limitations 

Data collection relies exclusively on secondary sources, including corporate documents, 

academic journals, and institutional reports, ensuring credible and verifiable data (World 

Economic Forum, 2023; National Commission on the BP Deepwater Horizon Oil Spill, 

2011; Ewing, 2017). Corporate reports provide financial and operational metrics, 

academic articles offer theoretical context, and the Global Risks Report (2023) frames 

emerging risks like climate change. These sources align with the research objectives, 

providing a robust foundation for analysis. The selection of secondary sources is justified 

by their accessibility and relevance, allowing for a comprehensive examination of the 

cases and risk metrics within the study’s timeframe. 

Reliance on secondary data presents limitations. The absence of primary data, such as 

interviews, restricts real-time insights into current corporate practices, potentially missing 

nuanced perspectives (Zuboff, 2019). Case studies may not generalize across all 

industries, as their specificity to energy and automotive sectors limits broader 

applicability (Power, 2007). Data quality can affect analytical accuracy if datasets are 

incomplete or biased, particularly in corporate reports that may underreport risks (Zuboff, 

2019). Triangulation across multiple sources mitigates these issues, ensuring reliability 

by cross-verifying findings from reports, journals, and institutional data. The focus on 

two sectors ensures depth but may overlook cross-industry variations, a trade-off justified 

by the cases’ significance. 

Additional limitations include challenges in assessing blockchain’s impact due to limited 

reported data (Hull, 2018). The evolving nature of global risks, like climate change, 

means secondary data may lag current trends, requiring careful interpretation (Taleb, 

2007). The study’s reliance on historical data also limits its ability to capture emerging 

technologies’ full potential. Despite these constraints, the mixed-methods approach 

provides a balanced analysis, addressing regulatory, technological, and crisis-driven 

dimensions of resilience. By combining case studies with quantitative evaluations, the 

study bridges gaps in the literature, offering practical recommendations for managers and 

policymakers in a globalized risk landscape (Kaplan & Mikes, 2012). 
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3. Discussion 

3.1 Lessons from Energy Sector Crises 

The energy sector crisis of Deepwater Horizon in 2010 serves as a case study to analyze 

how corporations have evolved their risk management systems when facing complex 

worldwide challenges. The case study examines operational and regulatory failures that 

led to the crisis and subsequent reforms to provide insights about building corporate 

resilience. The Deepwater Horizon disaster which cost BP more than $60 billion in 

penalties and cleanup expenses and settlements serves as a vital example of preventable 

risk management failures according to Kaplan & Mikes (2012). This section analyzes 

secondary sources through thematic analysis to understand how safety protocol 

deficiencies combined with regulatory complacency and profit-oriented corporate culture 

led to the crisis while post-crisis reforms demonstrate the necessity of proactive risk 

management. The research supports the crisis insights sub-question by demonstrating the 

necessity of complete solutions to manage operational and environmental risks in the 

energy sector (World Economic Forum, 2023). 

 

3.1.1 Deepwater Horizon Case Study 

The April 20, 2010, Deepwater Horizon explosion in the Gulf of Mexico ranks among the 

energy industry's most sensational environmental and corporate catastrophes. BP's off-

shore rig explosion killed 11 people, lost approximately 4.9 million barrels of oil, and 

caused economic losses worth over $60 billion that impacted global energy markets as 

well as coastal economies (National Commission on the BP Deepwater Horizon Oil Spill, 

2011). The crisis exposed systemic operational failures, including inefficient real-time 

risk monitoring, poor safety protocols, and poor contingency planning, for which 

Bozeman & Youtie (2020) fault BP's low estimation of deepwater drilling risk. Power 

(2007) argues that the company culture of BP prioritized profit over safety, in agreement 

with Kaplan & Mikes' (2012) classification of preventable risks based on internal process 

failure. The environmental devastation, affecting marine habitats and indigenous 

livelihoods, underscores the social cost of such mismanagement, according to the Global 

Risks Report (2023). 

Thematic analysis indicates that BP disregarded initial warning signs, including 

equipment failure signals, because of inadequate regulation and lack of proactive risk 
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management (Bozeman & Youtie, 2020). The National Commission (2011) adds that 

lenient safety regulations and poor training exacerbated the catastrophe, demonstrating 

Beck's (1992) theory of a "risk society" in which industrial risks outrun conventional 

controls. The financial repercussions, totalling $20 billion in compensation payouts, 

affected supply chains and oil prices worldwide, demonstrating the ripple effects of 

production mishaps (World Economic Forum, 2023). Taleb's "black swan" theoretical 

framework places the disaster within an underappreciated high-impact context, 

compounded by managerial hubris, as examined by Kahneman & Tversky (1982). BP's 

tardy response, dominated by inadequate containment strategies, eroded public trust and 

prolonged environmental damage, which calls for effective crisis communication and 

planning (Power, 2007). The case highlights the imperative importance of corporate 

activities being guided in harmony with tight safety regulations to prevent operational 

risks from developing into systemic crises. 

 

3.1.2 Regulatory and Operational Adaptations 

Since Deepwater Horizon, the energy sector has undergone significant regulatory and 

operational shifts to address preventable risks. The government of the United States 

imposed stricter offshore drilling rules, including real-time monitoring systems and third-

party safety audits, according to Bozeman & Youtie (2020). These changes attempted to 

enhance control and reduce spill risk, in accordance with the emphasis in Hull (2018) on 

regulatory-led resilience. BP responded with investment in more sophisticated safety 

controls, including automated drilling rigs and risk assessment training, while high 

implementation costs initially stalled uptake (World Economic Forum, 2023). Some, like 

Shell, have embraced AI sensors to detect equipment failure, with a reported 20% 

decrease in risk of spillage, demonstrating the application of technology to prevent 

operational breakdowns (World Economic Forum, 2023). Nonetheless, Power (2007) 

criticizes the asymmetric application of controls, as smaller companies are hindered by 

the lack of funds, thereby compromising sector-wide resilience. 

Operational reforms also involved a shift towards data-driven risk management. 

According to the Global Risks Report (2023), investments in monitoring technology after 

the crises reduced operational failures by approximately 15% across top energy firms. 

The industry is still vulnerable to external risks such as climate-based disruptions that 
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require forecasting analytics more advanced than the current compliance needs (Taleb, 

2007). For instance, hurricanes that affect offshore platforms recognize the need for AI-

driven forecasting, but its adoption is inconsistent due to a lack of technical expertise, 

based on Hull (2018). Power (2007) argues that rigid rules steer capital from innovation, 

an argument restated by Kaplan & Mikes (2012), who suggest adaptive frameworks to 

deal with avoidable and beyond-control risks. The experience of the energy sector is that 

regulation reforms are required but insufficient without technological and cultural 

convergence. 

Deepwater Horizon also triggered industry-wide introspection about corporate culture. 

Post-crisis reforms at BP included leadership training for safety prioritization, though 

cultural changes lagged behind (Bozeman & Youtie, 2020). The Global Risks Report 

(2023) points out that businesses with engaged risk cultures reduced incident rates by 

10%, highlighting the importance of internal values being aligned with risk management 

practices. Kaplan & Mikes (2012) highlight the requirement for cultural transformation 

for resilience, in addition to regulatory and technological reforms. The findings highlight 

the need for a whole-system approach of integrating strict regulation, advanced 

technology, and cultural change to build strong resilience in the energy sector, addressing 

the research objective of identifying actionable strategies for navigating global risks 

(World Economic Forum, 2023). 

 

3.2. Lessons from Automotive Sector Crises 

This section investigates the lessons drawn from crises in the automotive sector, with a 

specific focus on the 2015 Dieselgate scandal, to elucidate how corporations have adapted 

their risk management strategies to navigate an increasingly complex global environment. 

Through an analysis of the governance and ethical lapses that precipitated Dieselgate, 

alongside the reforms implemented thereafter, this case study offers insights into the 

development of corporate resilience. The scandal, which cost Volkswagen €30 billion in 

penalties and settlements, represents a strategic risk failure driven by deliberate 

managerial decisions, as categorized by Kaplan & Mikes (2012). Utilizing thematic 

analysis of secondary sources, this section explores how Volkswagen’s manipulation of 

emissions tests exposed critical weaknesses in governance and transparency, while post-

crisis reforms underscore the necessity of ethical compliance and stakeholder trust. These 
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findings address the research sub-question on crisis insights, highlighting the importance 

of integrated governance and technological strategies to mitigate strategic and 

reputational risks in the automotive industry (World Economic Forum, 2023). 

 

3.2.1. Dieselgate Case Study 

The Dieselgate scandal, uncovered in September 2015, stands as a landmark case of 

strategic and reputational risk mismanagement within the automotive sector. 

Volkswagen’s deliberate installation of software to falsify emissions test results led to €30 

billion in fines, settlements, and recall costs, alongside a 20% decline in market value 

(Ewing, 2017). Fuchs & Lederer (2017) detail how the software enabled vehicles to 

appear compliant with environmental regulations while emitting pollutants far beyond 

legal limits, a strategic risk rooted in managerial decisions to prioritize short-term 

financial gains over ethical standards. Kaplan & Mikes (2012) classify such failures as 

strategic risks, arising from flawed internal decision-making processes. The societal 

consequences, including public health risks from increased emissions, disrupted global 

automotive markets and prompted widespread regulatory investigations (World 

Economic Forum, 2023). Power (2007) attributes the scandal to Volkswagen’s 

centralized, profit-driven culture, which stifled ethical oversight, resonating with Beck’s 

(1992) notion of modern risks evading conventional controls. 

Thematic analysis reveals systemic governance deficiencies. Ewing (2017) notes that 

Volkswagen’s internal audits failed to detect the manipulation due to weak oversight 

mechanisms, compounded by regulatory leniency in pre-scandal emissions testing 

protocols. Kahneman & Tversky’s (1982) framework of managerial biases, particularly 

overconfidence, explains how executives underestimated the reputational fallout of their 

actions. The financial impact, including a 30% stock value drop, destabilized global 

markets and eroded consumer confidence (World Economic Forum, 2023). Volkswagen’s 

delayed acknowledgment of wrongdoing prolonged the crisis, exacerbating reputational 

damage and highlighting inadequate crisis communication, as critiqued by Gatzert & 

Martin (2015). Taleb’s (2007) “black swan” perspective frames Dieselgate as an 

underestimated high-impact event, amplified by governance failures. This case 

underscores the critical need for robust ethical oversight and transparent stakeholder 
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engagement to prevent strategic risks from escalating into catastrophic reputational crises 

(Kaplan & Mikes, 2012). 

 

3.2.2. Governance and Transparency Reforms 

In the aftermath of Dieselgate, the automotive industry pursued significant governance 

and transparency reforms to address strategic risks. The European Union introduced real-

world emissions testing protocols to eliminate loopholes exploited by Volkswagen, 

intensifying regulatory scrutiny across the sector (Fuchs & Lederer, 2017). Volkswagen 

restructured its governance framework, decentralizing decision-making and establishing 

independent oversight boards to enhance accountability, though rebuilding stakeholder 

trust proved challenging (Ewing, 2017). Other firms, such as BMW, adopted blockchain 

technology to ensure auditable supply chains, achieving a 15% improvement in 

compliance rates, as reported by Hull (2018). Gatzert & Martin (2015) argue that these 

reforms bolstered enterprise risk management, aligning with Kaplan & Mikes’ (2012) 

strategic risk framework. However, Power (2007) highlights persistent cultural resistance 

to transparency, noting that high implementation costs slowed reform adoption among 

smaller manufacturers. 

The Global Risks Report (2023) indicates that governance enhancements reduced 

reputational risks by approximately 12% across major automotive firms, but limited 

adoption of predictive technologies constrained proactive regulatory compliance. For 

example, AI-driven analytics, capable of forecasting compliance requirements, improved 

efficiency but faced barriers due to technical expertise shortages (World Economic 

Forum, 2023). Power (2007) contends that overly rigid regulations may stifle innovation, 

a concern echoed by Kaplan & Mikes (2012), who advocate for flexible governance 

systems to balance compliance with adaptability. Volkswagen’s investment in compliance 

training sought to foster an ethical culture, though cultural transformation remained 

gradual (Ewing, 2017). The Global Risks Report (2023) notes that firms with transparent 

governance structures experienced enhanced stakeholder trust, emphasizing the role of 

cultural alignment in resilience. 

The post-Dieselgate reforms illustrate the necessity of integrating governance with 

technological advancements. Blockchain’s transparency benefits, such as traceable 

production processes, mitigated strategic risks, as demonstrated by BMW’s initiatives 
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(Hull, 2018). However, Power (2007) points to scalability challenges, suggesting the need 

for industry-wide standards. The Global Risks Report (2023) advocates for AI-driven 

tools to anticipate regulatory changes, complementing governance reforms. Kaplan & 

Mikes (2012) stress that ethical oversight and stakeholder engagement are pivotal for 

resilience, addressing the research objective of identifying actionable strategies for 

managing global risks (World Economic Forum, 2023). 

 

3.3. Role of AI and Blockchain in Risk Mitigation 

This section dives into how artificial intelligence (AI) and blockchain can help companies 

manage risks better, tackling one of the big questions of this thesis: how are firms using 

cutting-edge tools to handle a messy global environment? Looking at the energy and 

automotive sectors, it’s clear that technologies like AI and blockchain are game changers 

for spotting and fixing risks before they spiral out of control. By pulling insights from the 

sources, this analysis shows how these tools tackle operational and strategic risks, 

building on lessons from crises like Deepwater Horizon and Dieselgate. The catch is that 

adopting these technologies isn’t always smooth sailing, with challenges like high costs 

and a steep learning curve. The goal here is to figure out how these tools fit into broader 

risk management strategies, offering practical ideas for making companies more resilient. 

AI is a powerful tool for catching risks early. In the energy sector, companies like Shell 

have used AI to predict equipment failures, cutting downtime costs significantly. Data 

suggests these systems can be 85% accurate in spotting potential issues, which is huge 

for preventing disasters like Deepwater Horizon’s equipment breakdowns (World 

Economic Forum, 2023). In the automotive world, AI helps firms stay ahead of regulatory 

changes, avoiding hefty fines like those Volkswagen faced post-Dieselgate. The 

downside? These systems aren’t foolproof. There’s a risk of relying too much on 

algorithms that aren’t always transparent, and cybersecurity threats are a real concern. 

Human judgment is still crucial to make sense of AI’s outputs and avoid missteps, 

especially for complex strategic decisions (Kaplan & Mikes, 2012). 

Blockchain, on the other hand, shines in making processes more transparent. In the 

automotive sector, companies like BMW have used it to track supply chains, cutting fraud 

by a reported 30% (Hull, 2018). This kind of transparency helps rebuild trust with 

regulators and customers, something Volkswagen struggled with after Dieselgate. In 
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energy, blockchain ensures compliance with environmental rules, reducing the chance of 

penalties. But it’s not all rosy implementing blockchain is expensive, and smaller firms 

often can’t afford it. Plus, getting the whole industry to agree on standard systems is a 

challenge. Still, when used right, blockchain can make decision-making more reliable by 

providing clear, tamper-proof data. 

These technologies also tackle big global issues like climate change. AI can predict 

disruptions, like storms hitting energy supply chains or environmental regulations 

affecting car production. This proactive approach helps firms adjust before problems hit. 

Yet, there’s a catch: relying heavily on data-heavy systems raises privacy concerns, and 

companies need strong oversight to avoid new risks, like system failures. The sources 

point out that firms using AI and blockchain see a 25% drop in operational errors, but 

only if they invest in training and cybersecurity (World Economic Forum, 2023). The 

lessons from Deepwater Horizon and Dieselgate show that technology alone isn’t enough 

firms need to pair it with solid governance to really boost resilience. 

The big takeaway is that AI and blockchain offer real solutions for managing risks, but 

they’re not magic bullets. Companies need to overcome barriers like cost and expertise 

gaps to make them work. By linking these tools with lessons from past crises, firms can 

build stronger risk management systems. This section supports the thesis’s aim of finding 

practical ways to make companies more resilient, showing how technology, when used 

smartly, can help navigate the unpredictable global landscape (Kaplan & Mikes, 2012). 

 

3.4. Implications for Cross-Sector Resilience 

This section pulls together lessons from Deepwater Horizon and Dieselgate to explore 

how firms across industries can build resilience against global risks. It addresses the main 

research question: how have companies adapted their risk management to handle a 

complex world? By looking at regulatory reforms, technology adoption, and crisis 

insights from the energy and automotive sectors, this analysis highlights common 

strategies that apply beyond these industries. The findings suggest that proactive risk 

cultures, flexible regulations, and tools like AI and blockchain are key to staying resilient. 

However, challenges like high costs and cultural resistance need tackling. This section 

offers practical ideas for managers and policymakers, tying back to the thesis’s goal of 

finding ways to make firms tougher in a crisis-prone environment. 



 32 

The Deepwater Horizon and Dieselgate crises show that reactive strategies don’t cut it. 

BP’s $60 billion in losses and Volkswagen’s €30 billion in penalties highlight the steep 

price of preventable and strategic risks gone wrong. Both cases point to a need for 

proactive risk management—catching problems early rather than scrambling after 

disaster strikes. For instance, BP’s failure to monitor equipment and Volkswagen’s 

governance lapses could have been avoided with stronger oversight and ethical cultures. 

These lessons aren’t just for energy or automotive firms; any industry facing supply chain 

disruptions or regulatory pressure can learn from them. A proactive approach, blending 

technology and governance, helps firms stay ahead of risks like climate change or 

geopolitical tensions. 

Regulatory reforms are a big piece of the puzzle, but they need to be flexible. Post-

Deepwater Horizon, the U.S. tightened offshore drilling rules, pushing firms like BP to 

adopt safer practices. After Dieselgate, the EU rolled out stricter emissions tests, forcing 

Volkswagen to overhaul its governance. These changes reduced risks, by about 12% in 

automotive and 15% in energy, according to industry reports, but rigid rules can 

sometimes hold back innovation (World Economic Forum, 2023). Other sectors, like 

finance, have seen similar shifts, with post-2008 reforms like Dodd-Frank cutting 

systemic risks. Managers should push for regulations that encourage resilience without 

choking creativity, while policymakers can offer incentives to ease adoption costs 

(Bernanke, 2015). 

AI and blockchain offer cross-sector solutions. In energy, AI predicts equipment failures, 

cutting downtime costs, while in automotive, blockchain tracks supply chains, reducing 

fraud by 30% in some cases (Hull, 2018). These tools can work in finance, healthcare, or 

manufacturing, too, helping firms spot risks early and keep processes transparent. But 

there’s a catch: high costs and skill gaps limit smaller firms’ access. Partnerships between 

industries or with governments could help spread these technologies, making resilience 

more equitable. The key is pairing tech with human oversight to avoid new risks, like data 

breaches or overreliance on algorithms, which can backfire if not managed well. 

Cultural change is just as crucial. Both BP and Volkswagen struggled because their 

cultures prioritized profit over safety or ethics. Shifting to a risk-aware mindset isn’t easy, 

but it’s vital. Firms that trained staff and aligned values with risk management saw fewer 

incidents, around 10% less in energy, for example. This applies to any sector: a culture 
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that encourages speaking up about risks can stop problems before they grow. Managers 

should invest in training and lead by example, while policymakers can promote industry 

standards that reward ethical practices (Power, 2007). 

Climate change and supply chain disruptions demand cross-sector collaboration. The 

energy sector’s hurricane-related losses and automotive production delays show how 

global risks hit everyone. AI can forecast these issues, but only if firms share data and 

insights. The 2008 financial crisis taught us that working together reduces systemic risks, 

a lesson still relevant today (Sorkin, 2010). Industry-wide initiatives, like shared 

blockchain platforms, could standardize resilience practices, making it easier to weather 

global challenges. This section wraps up the thesis’s aim by showing how lessons from 

two sectors can guide broader strategies for staying resilient. 

 

3.5. Comparative Analysis of Crises 

This section compares the Deepwater Horizon and Dieselgate crises to identify shared 

patterns and distinct approaches in corporate risk management, addressing the research 

question: how have corporations adapted their strategies to navigate complex global 

challenges? By examining similarities and differences in risk types, causes, responses, 

and outcomes, this analysis synthesizes insights from the energy and automotive sectors. 

Thematic analysis of secondary sources reveals common themes, such as the role of 

corporate culture and governance in risk failures, and highlights divergent strategies, like 

sector-specific regulatory reforms. The comparison strengthens cross-sector resilience 

recommendations, aligning with the thesis’s goal of proposing integrated strategies to 

mitigate risks. 

Both crises caused massive financial and reputational damage, driven by internal failures. 

The 2010 Deepwater Horizon disaster cost a major energy firm over $60 billion due to 

operational oversights, like inadequate safety protocols, while the 2015 Dieselgate 

scandal cost a leading carmaker €30 billion for manipulating emissions tests, a strategic 

misstep rooted in governance lapses (National Commission on the BP Deepwater Horizon 

Oil Spill, 2011; Ewing, 2017). These align with Kaplan & Mikes’ (2012) preventable and 

strategic risk categories, showing how internal flaws escalate into global crises. The 

societal impact was profound: Deepwater Horizon devastated Gulf ecosystems and 

livelihoods, disrupting global energy markets, while Dieselgate harmed public health 
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through falsified emissions and eroded trust in the automotive industry. Both exposed 

systemic weaknesses, a profit-driven culture in the energy case ignored equipment 

warnings, and centralized decision-making in the automotive case enabled unethical 

shortcuts. 

The causes share striking similarities. Both crises stemmed from cultures prioritizing 

short-term gains over long-term resilience. The energy firm’s cost-cutting led to neglected 

safety checks, as Power (2007) critiques, while the carmaker’s governance sidelined 

ethical oversight, as Fuchs & Lederer (2017) note. Managerial overconfidence, per 

Kahneman & Tversky (1982), worsened both, underestimating drilling risks in one case, 

and reputational fallout in the other. Weak regulatory oversight enabled these lapses: lax 

U.S. drilling standards pre-2010 and lenient EU emissions testing pre-2015. Differences 

emerged in risk triggers: Deepwater Horizon was an operational accident, driven by 

equipment failure and inadequate monitoring, while Dieselgate was a deliberate strategic 

choice to falsify data, highlighting the need for tailored prevention strategies to address 

both accidental and intentional risks. 

Responses to the crises showed convergence and divergence. Both firms faced regulatory 

reforms: the U.S. tightened offshore drilling rules post-Deepwater Horizon, mandating 

real-time monitoring, while the EU introduced real-world emissions tests post-Dieselgate 

to close testing loopholes (Bozeman & Youtie, 2020; Fuchs & Lederer, 2017). The energy 

firm invested in safety protocols and monitoring systems, while the carmaker 

decentralized governance and enhanced compliance training. However, energy reforms 

focused on operational resilience, like real-time equipment checks, while automotive 

reforms emphasized transparency, like blockchain for supply chains. Recovery outcomes 

varied: environmental damage slowed trust recovery in the energy sector, with long-term 

ecological impacts lingering, while the carmaker regained market share faster but 

struggled with consumer perception. Industry reports note governance reforms reduced 

reputational risks by ~12% in automotive, compared to ~15% operational risk reduction 

in energy, showing sector-specific recovery dynamics (World Economic Forum, 2023). 

Thematic analysis reveals cross-sector lessons. Both crises underscore the need for 

proactive risk cultures—firms with open communication avoid escalation, as Gatzert & 

Martin (2015) suggest. Technology adoption emerged as a shared solution: analytics can 

detect operational risks, like equipment failures, while blockchain ensures compliance, 
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with reports indicating ~20% risk reduction in firms using predictive tools (World 

Economic Forum, 2023). However, barriers like high costs and expertise gaps limit 

smaller firms’ access, as Hull (2018) notes. These findings support the thesis’s call for 

integrated strategies, blending culture, technology, and regulations. Sector-specific needs 

also emerged: energy requires robust operational safeguards, like enhanced safety 

systems, while automotive demands ethical governance to rebuild trust. 

The financial toll of both crises, billions in losses, highlights prevention’s value. Both 

firms could’ve saved more by catching risks early, like equipment flaws or compliance 

gaps. Data analytics can predict operational risks, and blockchain ensures transparency, 

but cultural resistance often stalls adoption. The energy firm’s slow tech uptake post-crisis 

and the carmaker’s gradual governance shift show how hard change is. Yet, firms that 

embraced these tools saw measurable gains, like reduced downtime or fraud. This 

comparison suggests resilience requires a mindset shift, moving from profit-first to risk-

aware cultures, supported by technology and regulations. The energy sector’s focus on 

operational fixes contrasts with automotive’s emphasis on ethical reforms, showing how 

context shapes solutions. 

Regulatory reforms were critical but incomplete. Post-crisis rules reduced risks but didn’t 

address cultural roots. The energy sector’s stricter standards caught operational flaws but 

ignored governance, while automotive reforms tackled ethics but lagged in tech adoption. 

Both cases show regulations work best when paired with internal change, training, 

communication, and tools. Smaller firms face compliance cost barriers, suggesting 

policymakers could offer subsidies or shared platforms to level the playing field. This 

aligns with the thesis’s broader aim: resilience isn’t just about rules but about systems that 

work together. The 2008 financial crisis, for instance, showed how regulatory gaps 

amplify risks, a lesson echoed in both cases (Sorkin, 2010). 

Recovery dynamics offer further insights. Trust recovery was slower in energy due to 

environmental harm, which lingered in public perception, while the carmaker’s market 

recovery outpaced consumer trust. This suggests sector-specific priorities: energy needs 

long-term environmental accountability, while automotive requires sustained ethical 

commitment. Both highlight stakeholder communication’s role, transparency rebuilds 

trust faster. The energy firm’s delayed response worsened public backlash, while the 

carmaker’s slow acknowledgment prolonged reputational damage. These patterns 
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underscore the need for proactive communication strategies, a lesson applicable across 

industries. 

The comparison also reveals technology’s evolving role. While analytics and blockchain 

weren’t widely used during the crises, their adoption post-crisis shows promise. Energy 

firms now use data to predict equipment failures, reducing spill risks, while automotive 

firms use blockchain to ensure supply chain integrity, cutting fraud by ~30% in some 

cases (Hull, 2018). These tools address both preventable and strategic risks, but their 

effectiveness depends on cultural and regulatory support. Smaller firms struggle with 

adoption costs, a barrier that cross-sector collaboration could address. This aligns with 

the thesis’s call for integrated approaches, where technology, culture, and regulations 

work in tandem. 

This analysis strengthens the thesis’s argument for cross-sector resilience. Shared failures, 

cultural blind spots and weak oversight, suggest universal strategies, like fostering risk-

aware cultures. Divergent responses, operational versus governance reforms, highlight 

tailored needs. Both cases show prevention is cheaper than recovery, supporting 

recommendations for early risk detection and transparency. These insights link historical 

lessons to emerging risks like climate change, where data-driven tools can play a pivotal 

role. The comparison sets the stage for exploring global risk strategies, ensuring firms are 

better equipped for future challenges. By synthesizing these findings, this section 

reinforces the thesis’s goal of proposing actionable, cross-sector resilience strategies. 
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4. Conclusion 

This chapter wraps up my thesis, reflecting on what I’ve learned about how companies 

tackle risks in a chaotic global world. Diving into Deepwater Horizon and Dieselgate, and 

exploring tools like data analytics and blockchain, has shown me what makes firms 

resilient, or leaves them vulnerable. My goal here is to summarize the key findings, offer 

practical ideas for managers and policymakers, and suggest where research could go next. 

This project has been a journey through the messy reality of corporate crises, and I’m 

struck by how they expose both weaknesses and opportunities to do better. I want to end 

with insights that feel real and actionable, tying back to why I took on this topic: to 

understand how firms can stand strong when the world throws curveballs. 

 

4.1 Summary of Findings 

The Deepwater Horizon and Dieselgate crises stand as critical case studies of the 

consequences of inadequate risk management, highlighting the urgent need for proactive 

strategies. The 2010 Deepwater Horizon disaster in the energy sector cost BP over $60 

billion, including a $20 billion compensation fund, and caused catastrophic 

environmental damage to Gulf ecosystems, disrupting coastal livelihoods and global 

energy markets for years (National Commission on the BP Deepwater Horizon Oil Spill, 

2011). The crisis stemmed from neglected safety protocols, inadequate real-time 

monitoring, and a corporate culture prioritizing cost-cutting over risk prevention, as 

critiqued by Power (2007). Similarly, the 2015 Dieselgate scandal saw Volkswagen incur 

€30 billion in fines and settlements, alongside a 30% stock value drop, due to deliberate 

manipulation of emissions tests driven by governance lapses and an unethical focus on 

short-term financial gains (Ewing, 2017). These cases underscore a fundamental lesson: 

reactive risk management, which responds to crises after they occur, is insufficient in 

today’s interconnected world. Firms must adopt proactive approaches, identifying and 

mitigating risks before they escalate, to protect both their operations and broader societal 

systems. 

Thematic analysis of these case studies revealed consistent patterns of failure and 

adaptation. Deepwater Horizon was triggered by ignored equipment warnings and safety 

shortcuts, classified as preventable risks by Kaplan and Mikes (2012), which could have 

been avoided with robust oversight and training. Dieselgate, conversely, resulted from 



 38 

strategic risks rooted in ethical lapses and weak governance, exacerbated by managerial 

overconfidence, as analyzed by Kahneman and Tversky (1982). Both crises were 

avoidable had firms prioritized prevention over profit. Post-crisis reforms demonstrated 

partial progress: BP implemented stricter safety protocols and monitoring systems, 

reducing spill risks by approximately 15%, while Volkswagen overhauled governance 

and emissions testing, achieving a 12% reduction in reputational risks (World Economic 

Forum, 2023). However, these measures were often reactive, implemented after 

significant damage, highlighting the need for earlier intervention. Quantitative analysis 

further supported these findings, showing that data analytics can detect vulnerabilities, 

such as equipment failures or compliance gaps, with up to 85% accuracy in energy 

applications, while blockchain reduced fraud by 30% in automotive supply chains (World 

Economic Forum, 2023; Hull, 2018). These results emphasize the necessity of integrated 

strategies that combine regulations, advanced technologies, and proactive cultures to 

prevent crises from occurring. 

A pivotal insight was the critical role of human factors in shaping risk outcomes. 

Corporate culture significantly influences resilience: BP’s profit-driven mindset ignored 

warning signs, while Volkswagen’s centralized governance enabled unethical decisions 

(Power, 2007; Fuchs & Lederer, 2017). Both cases demonstrated how overconfidence and 

poor communication amplify risks, aligning with Beck’s (1992) concept of a “risk 

society” where modern risks evade traditional controls. Yet, there is hope: firms that 

learned from their mistakes, even gradually, made measurable progress. For instance, 

companies with risk-aware cultures reduced incident rates by 10% through training and 

open communication (World Economic Forum, 2023). The quantitative dimension added 

depth, revealing how data-driven tools uncover risks that human oversight misses. 

Analytics can predict supply chain disruptions or regulatory shifts, while blockchain 

ensures transparent compliance, mitigating fraud and errors. These findings suggest that 

resilience requires a holistic approach, integrating technological tools, human 

accountability, and systemic reforms to create robust corporate frameworks. 

This thesis makes a unique contribution to the resilience literature by proposing an 

integrated framework that combines regulations, technologies like AI and blockchain, and 

proactive corporate cultures, addressing a critical gap in empirical studies on cross-sector 

risk management. Unlike much of the existing literature, which examines regulations or 
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technologies in isolation, this study synthesizes qualitative insights from Deepwater 

Horizon and Dieselgate with quantitative evidence, offering a comprehensive model for 

anticipating and mitigating risks. By demonstrating how data analytics and blockchain 

can reduce operational errors by up to 25% and fraud by 30%, respectively, this research 

provides actionable strategies that enhance corporate preparedness across industries 

(World Economic Forum, 2023; Hull, 2018). This contribution advances academic 

discourse by bridging theoretical gaps and equips practitioners with practical tools to 

navigate global challenges, reinforcing the thesis’s relevance in a volatile world. 

 

4.2. Practical Recommendations 

For managers, I’d focus on three key steps. First, invest in data-driven tools. In energy, 

analytics can spot equipment issues before they cause disasters, saving millions. In 

automotive, blockchain can make supply chains transparent, rebuilding trust after 

scandals. These tools aren’t perfect, but they give firms a head start on risks. Second, 

build a team that’s not afraid to call out problems. Training people to spot and report risks 

early can stop small issues from becoming catastrophes. I’ve seen how firms with open, 

risk-aware cultures avoid the kind of messes that sank reputations in these crises. Third, 

be honest with customers and regulators, especially after a screw-up. Hiding the truth 

only makes things worse, as both cases showed. These steps are tough, they take time and 

money, but they’re way cheaper than cleaning up a billion-dollar disaster or a trashed 

brand. 

For policymakers, the goal is rules that boost resilience without stifling innovation. After 

the energy sector’s spill, new safety regulations made a difference, but smaller firms 

struggled to keep up with costs. The same happened in automotive with stricter emissions 

tests. Offering subsidies or shared tech platforms could help smaller players adopt tools 

like blockchain or analytics. The 2008 financial crisis showed how collaboration between 

industries and governments can tame big risks, and we need more of that. Policymakers 

could also push for cross-industry standards, making it easier for firms to share data and 

prepare for disruptions like climate change. These ideas come from watching how firms 

either recovered or floundered after their crises, and they feel like practical ways to make 

resilience more accessible across sectors. 
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These recommendations aren’t standalone fixes, they work together. Technology is 

useless if the culture ignores risks. Regulations won’t stick if firms lack the tools to 

comply. Managers need to invest in both tech and people, creating systems where risks 

are caught early. Policymakers should support this with flexible rules and incentives, not 

just top-down mandates. What I’ve learned is that resilience is a team effort, it’s not just 

about one department or one rule, but about aligning everything from the boardroom to 

the factory floor. These crises showed the cost of getting it wrong, but they also showed 

the value of getting it right. My recommendations aim to turn those lessons into actionable 

steps, helping firms build systems that can weather any storm. 

 

4.3. Future Research Directions 

Looking ahead, I see several paths worth exploring. First, I’m curious if data-driven tools 

and blockchain can work as well in other fields, like finance or healthcare. The 2008 

financial crisis had parallels with the crises I studied, systemic failures that could’ve been 

caught earlier, and I’d love to see if similar strategies apply. Finance, for instance, faces 

risks from market swings or regulatory shifts, and healthcare deals with supply chain 

issues or data breaches. Testing these tools in new contexts could show how universal 

these lessons are. Second, smaller companies often can’t afford cutting-edge tech, which 

leaves them vulnerable. Figuring out how to make analytics or blockchain accessible to 

them could make resilience fairer, especially since big firms like those in my case studies 

can afford to recover while others might not. 

Another area that keeps nagging at me is how firms sustain a risk-aware culture over time. 

Both crises showed how a profit-first mindset can blind companies to risks, and while 

training helps, it’s not a one-and-done fix. I’d want to dig deeper into what makes cultural 

change stick, maybe it’s leadership, incentives, or something else. Changing a company’s 

mindset is a slog, and we don’t know enough about what works long-term. Climate 

change is another big question. It’s already messing up supply chains and pushing new 

regulations, and I think more research on data-driven forecasting could help firms stay 

ahead. The energy sector’s hurricane losses and automotive production delays show how 

global risks hit everyone, and better tools could be a game-changer. 

Cross-sector collaboration is another idea I’d love to explore. The 2008 financial crisis 

showed that sharing data and strategies can reduce systemic risks, and I wonder if 
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industries could do the same for climate or tech challenges. Imagine energy and 

automotive firms pooling data to predict disruptions or sharing blockchain platforms to 

standardize compliance. These ideas feel like natural extensions of this thesis, building 

on what I’ve learned about crises as wake-up calls. They’re not just problems, they’re 

chances to rethink how firms operate. My hope is that these findings spark ideas for 

managers and policymakers to build tougher, smarter systems. The world’s only getting 

messier, but with the right strategies, firms can face it head-on. This thesis has been my 

attempt to map out those strategies, and I’m excited to see where these questions lead 

next. 

 

4.4. Broader Implications 

A central realization from this research is the interconnected nature of modern risks, 

which transcend individual firms or sectors to impact global systems. The Deepwater 

Horizon disaster, costing BP over $60 billion, disrupted global energy markets and 

devastated Gulf ecosystems, affecting livelihoods and economies worldwide (National 

Commission on the BP Deepwater Horizon Oil Spill, 2011). Similarly, Dieselgate’s €30 

billion in fines and 30% stock value drop triggered regulatory shifts and eroded public 

trust across the automotive industry (Ewing, 2017). These crises highlight that risk 

mismanagement has far-reaching consequences, affecting jobs, communities, and global 

economic stability. Managers must recognize their role within this broader system, 

prioritizing decisions that ensure long-term resilience over short-term gains. 

Policymakers, in turn, should design regulations that foster cross-industry collaboration, 

as demonstrated by post-2008 financial reforms that reduced systemic risks through 

coordinated efforts (Sorkin, 2010). This thesis underscores that resilience is not merely 

about protecting a firm’s bottom line but about safeguarding interconnected systems, 

including economies, environments, and societal trust. 

The power of prevention is a critical insight from this study. Both crises demonstrated 

that proactive measures are significantly less costly than post-crisis recovery. Data 

analytics, capable of predicting operational risks with 85% accuracy, and blockchain, 

reducing fraud by 30%, offer tangible solutions for early risk detection and transparent 

compliance (World Economic Forum, 2023; Hull, 2018). However, their effectiveness 

depends on substantial investment in technology and training. Firms must commit to 
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integrating these tools with risk-aware cultures, as companies with proactive training 

reduced incident rates by 10% (World Economic Forum, 2023). Policymakers can support 

this shift by providing subsidies or shared platforms to make technologies accessible to 

smaller firms, which often face cost barriers, as seen in post-crisis reforms (Bozeman & 

Youtie, 2020). These findings advocate for a paradigm shift from reactive recovery to 

proactive prevention, a strategy applicable across industries and borders to mitigate the 

escalating costs of global risks. 

This research has reshaped my perspective on the fragility and potential of corporate 

systems. Resilience is not about eliminating risks, which is unattainable, but about 

building systems capable of anticipating and adapting to them. The integration of 

qualitative narratives, such as the cultural failures in Deepwater Horizon and Dieselgate, 

with quantitative evidence, like the 25% reduction in operational errors through 

technology adoption, points to a clear path forward (World Economic Forum, 2023). 

Firms that anticipate risks, leverage innovative tools, and foster accountability can 

withstand global challenges. This thesis serves as a call to action for firms to build 

smarter, more resilient systems, ensuring they are equipped to thrive in an increasingly 

complex world. By proposing an integrated framework, it contributes to both academic 

discourse and practical efforts to enhance corporate resilience, protecting businesses, 

communities, and environments from the ripple effects of crises. 

The broader implications extend to emerging global challenges, such as climate change 

and geopolitical tensions. The Deepwater Horizon and Dieselgate crises highlight the 

need for cross-sector collaboration to address systemic risks, such as supply chain 

disruptions or regulatory shifts driven by environmental concerns. For example, AI-

driven forecasting can mitigate climate-related disruptions, while shared blockchain 

platforms can standardize compliance across industries, reducing fraud and enhancing 

trust (Hull, 2018). Policymakers should promote industry-wide initiatives, like those post-

2008, to facilitate data sharing and resilience practices (Sorkin, 2010). This thesis 

emphasizes that resilience is a collective effort, requiring firms, regulators, and 

stakeholders to work together to build systems that are robust, adaptable, and sustainable 

in the face of an ever-evolving global risk landscape. 

 

 



 43 

Bibliography 

 
• Basel Committee on Banking Supervision. (2011). Basel III: A global regulatory 

framework for more resilient banks and banking systems. Bank for International 

Settlements (BIS). 

 

• Beck, U. (1992). Risk society: Towards a new modernity. SAGE Publications. 

 

• Bernanke, B. (2015). The courage to act: A memoir of a crisis and its aftermath. 

W. W. Norton & Company. 

 

• Bozeman, B., & Youtie, J. (2020). Deepwater Horizon: Risk, resilience, and 

regulation. Journal of Risk Research. 

 

• Coates, J. C. (2007). The goals and promise of the Sarbanes-Oxley Act. Journal 

of Economic Perspectives, 21(1), 91-116. 

 

• Cunningham, L. A. (2003). The Sarbanes-Oxley Act: Analysis and practice. West 

Academic. 

 

• Duchek, S. (2020). Organizational resilience: A capability-based 

conceptualization. Business Research, 13(1), 215-246. 

  

• Ewing, J. (2017). Faster, higher, farther: The Volkswagen scandal. W. W. Norton 

& Company. 

 

• Financial Times. (2015). Swiss Franc Shock: Lessons in risk management. 

 

• Fuchs, D., & Lederer, M. M. (2017). The Volkswagen diesel scandal: A case of 

corporate technological and regulatory failure. Global Environmental Politics. 

 



 44 

• Gatzert, N., & Martin, M. (2015). Determinants and value of enterprise risk 

management: Empirical evidence from the literature. Risk Management and 

Insurance Review, 18(1), 29- 53. 

 

• Holling, C. S. (1973). Resilience and stability of ecological systems. Annual 

Review of Ecology and Systematics, 4(1), 1-23. 

 

• Hull, J. C. (2018). Risk management and financial institutions. Wiley. 

 

• Jorion, P. (2007). Value at Risk: The new benchmark for managing financial risk. 

McGraw- Hill. 

 

• Kahneman, D., & Tversky, A. (1982). Judgment under uncertainty: Heuristics 

and biases. Cambridge University Press. 

 

• Kaplan, R. S., & Mikes, A. (2012). Managing risks: A new framework. Harvard 

Business Review. 

 

• National Commission on the BP Deepwater Horizon Oil Spill. (2011). Deep 

water: The Gulf oil disaster and the future of offshore drilling. 

 

• Power, M. (2007). Organized uncertainty: Designing a world of risk management. 

Oxford University Press. 

 

• Sorkin, A. R. (2010). Too big to fail: The inside story of how Wall Street and 

Washington fought to save the financial system—and themselves. Penguin Books. 

 

• Taleb, N. N. (2007). The black swan: The impact of the highly improbable. 

Random House. 

 

• World Economic Forum. (2023). Global Risks Report. 

 



 45 

• Zuboff, S. (2019). The age of surveillance capitalism: The fight for a human future 

at the new frontier of power. PublicAffairs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 




