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Introduction

In October 2024, Viktor Orban, who currently holds
the EU Council Presidency, declared in the European
Parliament that the EU wanted war." This statement
can be classified as disinformation, as it contradicts
the position of the European Union, which asserts
that the EU is supporting Ukraine in its fight for terri-
torial integrity. Thereby, the EU does not seek war
but is responding to it, as the aggression originates
from Russia. Orban’s false claim aligns with Putin’s
anti-EU and anti-democratic narratives, further ad-
vancing the Kremlin’s agenda. It is no surprise that
Orbdn’s Fidesz party is part of the “Patriots of Eu-
rope” group in the European Parliament, which in-
cludes various right-wing populist and Eurosceptic
parties—often referred to as the TAN parties (tradi-
tional, authoritarian, nationalist).? After the 2024 Eu-
ropean Parliament elections, this group emerged as
the third-largest force in Parliament. An increase in
Eurosceptic parties has been particularly evident
since the post-Maastricht era. For instance, while
there were only 66 MEPs in Eurosceptic groups in
1994, this number has risen to 173 in 2024, marking
the highest count to date. Additionally, Eurosceptic
parties are not only represented within the right-
wing “Europe of Sovereign Nations” alliance, but can
also be found among parties that are either unaffili-
ated or strongly positioned across the TAN-GAL
spectrum.?

This surge in Euroscepticism can stem from a rejec-
tion of the core liberal ideology of the European
Union project. It also highlights the persistence of
the constraining dissensus in public opinion towards
the EU and the traditional mainstream parties that
were instrumental in building and shaping the EU as
a peace project, as outlined in Hooghe and Marks’
Postfunctionalist theory. Nevertheless, the phenom-
enon is exacerbated by disinformation and attempts

toinfluence operations, originating fromthe Kremlin4,
which aim to destabilise Western democracies, di-
vide the transatlantic alliance and NATO, and
strengthen pro-Russian groups and sentiments
abroad. This prompts the critical question: What
measures has the EU implemented thus farto combat
disinformation, and what further actions are required
to bolster its resilience in the face of rising Euroscep-
ticism?

This paper outlines the EU’s measures against disin-
formation — focusing on EU soft and hard law as well
as communication efforts —, highlighting the limita-
tions of these efforts, and provides seven key recom-
mendations to strengthen the fight against disinfor-
mation and address the growing Euroscepticism
within the EU.

EU Member States and Voter Susceptibility:
The Limits of EU Soft Law

The EU began its fight against disinformation in 20155
and has since implemented significant measures in
the realm of soft law — meaning non-binding legal in-
struments and guidelines adopted by European
Union institutions - particularly in response to the
COVID-19 pandemic. Notable examples include the
“Action Plan on Disinformation” and the “Code of
Practice on Disinformation”. Additional initiatives,
such as the “European Democracy Action Plan” and
the “Communication on the Defense of Democracy”,
further address the issue in a comprehensive manner.
However, despite a clear understanding of disinfor-
mation and the identification of relevant areas of ac-
tions, the effectiveness of these measures is limited
by their advisory nature, as certain areas, like polit-
ical education and national elections, fall under the ex-
clusive competence of member states. Not all member
states might be willing to adhere to these measures,
particularly when the government is eurosceptic, as in
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the case of Hungary. Additionally, a significant chal-
lenge lies in the varying susceptibility of voters to dis-
information across member states, influenced by his-
torical, social, and regional factors. For instance, Eu-
rosceptic parties such as Germany’s AfD gain trac-
tion not only through disinformation, but by mobi-
lising voters with authoritarian tendencies and frus-
trations with mainstream parties, shaped by factors
like the East-West divide in Germany. Thus, it is pri-
marily up to the member states to take a comprehen-
sive approach to disinformation, addressing the root
causes of voter susceptibility. Only by doing so can
effective political initiatives, such as broad-based
political education programmes, be successfully de-
veloped and implemented.

Recommendation 1: EU member states should
comprehensively address the fight against
disinformation by understanding the underlying
reasons for voters’ susceptibility and developing
effective political and educational initiatives.

Ensuring the Effectiveness of the Digital
Services Act

The EU’s hard law approach to combating disinfor-
mation, specifically through the Digital Services Act
(DSA), enacted in 2022, represents a significant shift
from its previous reliance on soft law. The DSA regu-
lates digital intermediary services, including internet
access providers, social networks, online market-
places, and search engines within the EU. It focuses
on four key areas: Advertising, Design & Systems,
Transparency & Access, and Code of Conduct, to ad-
dress issues such as disinformation. Non-compliance
by intermediary services can result in fines of up to
6% of global annual turnover, with initial lawsuits,
particularly against the platform X, already un-
derway.® As a uniform regulation across all EU
member states, the DSA employs a top-down ap-
proach, requiring infrastructure regulation at the na-
tional level, with associated costs in the millions. A
critical concern remains the effective implementa-
tion of the DSA by member states. To ensure its suc-
cess, minimising the transposition deficit—the gap
between EU directives and national implementa-
tion—is crucial. Consistent and rigorous enforce-
ment across all member states is essential in the
fight against disinformation.
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Recommendation 2: To ensure the success of the
Digital Services Act, the EU must significantly reduce
the transposition deficit, ensuring that all EU
member states implement the legislation with equal
rigour and effectiveness in the fight against
disinformation.

From Economic to Political Accountability: The
Role of CPR

This approach to regulating platforms in a more or
less anarchic digital world is understandable, as the
Digital Services Act specifically addresses the issue
of hate speech, which constitutes criminal offenses.
However, the EU is traditionally seen as a liberal pro-
ject with minimal interference in economic matters,
making this type of intervention unusual. A more ef-
fective approach might be for transnational corpora-
tions and the European economy to recognise their
social responsibilities and actively engage in Corpo-
rate Political Responsibility”. These companies thrive
in a free market economy supported by democratic
institutions—institutions that are increasingly under
threat from authoritarian actors spreading Euros-
ceptic disinformation. By acknowledging their role in
maintaining democratic stability, corporations could
contribute to safeguarding the very conditions that
enable their success.

Recommendation 3: Transnational companies and
the European economy should acknowledge their
political responsibilities and actively engage in
Corporate Political Responsibility (CPR) by
voluntarily and proactively combating eurosceptic
disinformation. Policy makers should therefore take
a proactive approach by providing incentivising
businesses and supplying them with clear and
supportive guidelines.

Engaging Eurosceptic Voters through a
Comprehensive Communication Strategy

The European Commission, as the primary communi-
cator of the EU, increasingly engages with citizens via
social media, with LinkedIn gaining popularity as a
platform.® However, the challenge of so called echo
chambers persists, making it difficult for the Com-
mission to reach individuals who are skeptical of the
EU or believe the disinformation. Echo chambers are a
phenomenon resulting from the algorithms of social
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media platforms which repeatedly expose individuals
only to information that aligns with their preexisting
beliefs, thereby reinforcing existing biases. Ad-
dressing the challenge of this phenomenon is crucial,
especially in light of the recent regulation on the
transparency and targeting of political advertising
which, once again, restricts political communication.
Additionally, certain platforms are limiting the visi-
bility of political content through algorithmic restric-
tions, further exacerbating the risk of reinforcing
echo chambers and hindering efforts to engage Euro-
sceptic voters.

Recommendation 4: A comprehensive
communication strategy is needed to tackle the issue
of echo chambers. The European Commission should
strategically approach this problem, especially
considering the new regulations that tighten
political communication with non-voters.

Furthermore, the European Commission has ad-
dressed the issue of disinformation in the public com-
munication space, primarily through debunking
measures. This became particularly evident during
Brexit, where fake narratives were countered through
the “Euromyth” blog, which operated for over 26
years. During the COVID-19 pandemic, the Commis-
sion created dedicated landing pages and even re-
leased videos from the Commission President to de-
bunk disinformation. Today, the EU Commission con-
tinues to use debunking methods, particularly on
social media platforms. Additionally, the EU-funded
European Digital Media Observatory (EDMO) pub-
lishes monthly reports on current disinformation nar-
ratives and brings together fact-checking organisa-
tions across the EU. However, to effectively neu-
tralise the power of disinformation, preventive meas-
ures are essential. Disinformation must be addressed
before it goes viral. This requires so-called “preb-
unking” measures, which should be integrated into
the European Commission’s communication strategy.
One of these measures could be the instrument of
psychological inoculation, where individuals are “in-
oculated” against disinformation by being made
aware of its tactics and psychological mechanisms.?

Recommendation 5: “Prebunking” measures against
disinformation should be integrated into the strategic
campaign against disinformation.
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The Impact of Media on Polarisation and
Disinformation

Inits soft law, particularly in the “Communication on
Tackling Online Disinformation: A European Ap-
proach”, the EU highlights the importance of
strengthening pluralistic journalism and the media
landscape as key measures in combating disinforma-
tion. However, it remains uncertain whether tradi-
tional journalism in the digital age, with its tenden-
cies toward scandal-mongering and polarisation,
contributes to societal tension, potentially making
citizens more susceptible to disinformation. There-
fore, addressing the challenge of disinformation must
also involve the media sector, which carries political
responsibility. This is in the media sector’s own inter-
ests, as a free press and freedom of expression are
only possible in free, democratic countries.

Recommendation 6: The media and journalism
sector in the EU must recognise its political
responsibility and implement measures to
counteract increasing polarisation and the spread of
disinformation. The EU should raise awareness in the
sector through targeted initiatives.

The Role of European Identity in
Strengthening Democratic Values

As a tool to combat the spread of false or misleading
information by authoritarian states, it is recom-
mended that democracies leverage their compara-
tive advantages over autocratic regimes by high-
lighting their democratic values and strengths.” Be-
sides adressing conspiracy narratives, disinforma-
tion, or populist agitation, experts suggest high-
lighting the advantages of the EU in a more emotional
manner.” One possible approach could be the creation
of a European identity that reflects these values.”?
This would also counteract the technocratic lan-
guage of the European Commission, which is often
subject to criticism.™

Recommendation 7: Promoting a European identity
that authentically and emotionally conveys the EU’s
advantages should be pursued to repel disinforma-
tion campaigns and populist attacks.
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Conclusion encounters in sustaining a unified, pro-democratic
narrative amidst rising polarisation. Furthermore,
with the re-election of populist US President Trump,
known for his polarising tactics and EU-critical
stance™, the EU must now present a united front to
urgently counteractilliberal and Eurosceptic tenden-
cies. The seven recommendations outlined in this
policy paper aim to address not only the gaps in the
EU’s current strategy against disinformation, but
also the growing rise of Euroscepticism within the
Union, considering both phenomena as intercon-
nected issues.

The 2024 European Parliament elections highlighted
the EU’s persistent challenge in effectively combating
the rise of Euroscepticism, which is significantly
fueled by disinformation and external influence oper-
ations. This is particularly urgent, given the ongoing
war in Europe, where the liberal democratic order is
under serious threat. The EU must therefore show re-
silience and bolster its defenses in the information
warfare against disinformation and foreign interfer-
ence. Viktor Orban’s false narrative, as mentioned in
the introduction, exemplifies the challenges the EU
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