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Introduction

On 2 August 2024, after a lengthy negotiation pro-
cess, the EU Artificial Intelligence Act (AI Act), the
world’s first comprehensive regulation on AI came
into force. With this new law, the EU aims to protect
fundamental rights by facilitating the development
of trustworthy AI, while at the same time encour-
aging innovation with the technology." The public
sector, which in recent times increasingly depends on
Al to enhance its services, is largely impacted by the
Act. This leads to several questions: how will the Al
Act restrict the public sector use of AI to provide
more efficient, effective and tailored services to citi-
zens? How will it facilitate the development of trust-
worthy AL, which is key for the public sector, as the
unregulated use of Al may lead to unfair and discrim-
inatory outcomes with dire consequences for so-
ciety??In turn: to what extent will this lead to compli-
ance with the new rules? To shed light on these ques-
tions, we must first consider two main characteristics
of the AT Act.

1) A risk-based framework

The distinctive feature of the new Al Act is that it fol-
lows a risk-based approach related to the risk AI sys-
tems pose to the fundamental rights and freedoms of
individuals. In this regard, the AI Act sets out dif-
ferent risk levels, starting from unacceptable risk
systems that are entirely prohibited to limited risk
systems such as chatbots and minimal risk systems
such as video games and spam filters. Particular at-
tention is also given to general purpose Al (GPAI)
models (including generative AI), which now form a
separate category under the AI Act after their rapid
rise in recent years. Most rules are, however, directed
at high-risk AI systems, which are systems that the
EU deems risky either because they are (safety com-
ponents of) products that fall under EU harmonisa-
tion legislation, such as medical devices and toys, or
because they are part of a list managed by the Com-

mission that sets out systems that are likely to im-
pact fundamental rights and freedoms of citizens.,
Various use cases of public sector AI will fall under
this latter category and for these systems, there will
be many new obligations for organisations starting
from 2 August 2026.4

2) Obligations across the value chain

The kind of measures an organisation needs to take
is dependent not only on the risk category, but also
on the role that it has in the Al value chain. Most re-
quirements are directed towards ‘providers’, which
develop Al systems or place them in service under
their own name. For limited risk systems and GPAI
models, obligations for these parties are mostly fo-
cused on keeping documentation and providing
transparency. Yet, for high-risk systems, there are
many additional requirements, such as the imple-
mentation of risk management and quality manage-
ment systems to estimate and evaluate risks when
the Al system is used, drafting technical documenta-
tion to demonstrate compliance, and conformity as-
sessments to ensure systems adhere to the rules.’
Public authorities are deemed ‘providers’ of Al sys-
tems if they develop their own AI systems or pur-
chase tailor-made systems.

When public authorities actually use AI systems
(whether they develop them themselves or not) they
are considered to be a ‘deployer’ under the Act, which
means there are additional requirements. For high-
risk systems, the deployer i.a. needs to implement
technical and organisational security measures and
assign mandatory human oversight with the neces-
sary competence, training and authority.® Public
sectordeployers also need to conduct a Fundamental
Rights Impact Assessment (FRIA) to evaluate risks
to individuals and mitigate these risks® and register
the use of Al high-risk AI systems in an EU data-
base.®
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The dichotomy of risks in the AI Act

One key factor that can be extracted from these core
characteristics of the Al Act is that there exists a
clear dichotomy in its risk classification system:
stringent rules for high-risk systems and the prohibi-
tion of unacceptable risk systems, but only minor re-
quirements, i.e. transparency requirements for other
Al systems.? For some Public sector AI systems, such
as those performing limited administrative tasks,
this is good news, as these only require transparency.
Yet, for the wide range of applications of Al in the
Public sector that fall under the high-risk category of
Al public authorities that provide or deploy AI have
many responsibilities, potentially leading to high
costs of compliance or even prohibitions.

This dichotomy becomes clear by investigating use
cases of Al in the area of public administration. In
this context, Al is particularly useful for automating
routine administrative tasks, freeing up civil servants
to focus on more complex and high-value activities.
For these systems, the AI Act will have a minimalim-
pact as these will most likely fall under the limited
risk category. However, more sophisticated Al sys-
tems that perform complex tasks, such as models
involving profiling to determine if citizens are eligible
for certain services, such as financial aid, will likely
fall under the high-risk category, and then a variety
of measures would need to be implemented.”

Thus, the increased efficiency and effectiveness that
Al systems in the public sector may bring may be
offset by the high cost of compliance with the AT Act
in certain situations. The question then arises: will
the high costs of compliance be counterbalanced by
other benefits of the rules, such as the facilitation of
the development of trustworthy Al and its contribu-
tion to citizens’ trust?

Trustworthy AI and citizen trust

The AI Act started out as an instrument to protect
the fundamental rights of individuals that are threat-
ened by AL However, due to the many compromises
during negotiations and pressure to preserve innova-
tion, this focus on the protection of fundamental
rights and the development of trustworthy AI has
diminished in the final text. The final text mostly fo-
cuses on market access and product safety and some
consider the human rights aspect to be more of an
afterthought.” Thus, although a key goal of the EU
was to facilitate the development of trustworthy AI,
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several aspects of the rules detract from this goal.
Furthermore, current research shows that trustwor-
thiness of Al systems may not actually lead to more
trust in governments. First of all because the actual
effects of transparent and accountable AI on trust
are unclear as this topic has not been sufficiently re-
searched in the EU. Second, trustworthiness is not
simply a matter of risk-grading, which is currently the
central focus of the AI Act. Finally, trust has an irra-
tional component asitis not based on purely rational
deliberations, for example, the fear of what Al is ca-
pable of may play a role in trusting it, even if it is, in
fact, more trustworthy than a human.™

With this, the benefits of the AI Act for the Public
sector in facilitating trustworthy Al and in turn in-
creasing public trust may be limited, again compared
to the actual costs of compliance. This imbalance is
further complicated by the expected enforcement of
the rules.

The effectiveness of monitoring and
enforcement

Under the AI Act, organisations themselves classify
the risk of their AI systems. Then, after determining
the risk category, it is again up to organisations to ex-
ante determine if their systems comply with the
measures described in the rules and subsequently
apply these measures. Hence, the assessments that
need to be made, such as the conformity assessment
or a FRIA, are self-assessments without external
control. Moreover, the type of risk management
system to be set up, or the security measures to be
implemented, are up to the discretion of the organi-
sation, and may thus differ in quality.™

Moving towards external enforcement, the suprana-
tional AI Office and AI Board, which oversee the cor-
rect application of the rules across the EU, do not
have any enforcement powers. Member States them-
selves need to designate authorities responsible for
monitoring organisations and the enforcement of the
rules, i.e. notifying bodies and market surveillance
authorities.”™ This Member State discretion may lead
to the uneven implementation of enforcement across
the EU and itis as yet unclear how these enforcement
bodies will work in practice, whether they will be effi-
cient and whether their powers will be efficient.’® To
go even further, the Al Act specifies that Member
States themselves should lay down rules regarding
the fines imposed on organisations. However, for
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public authorities, Member States can lower these or
abolish them altogether.”

Lastly, as mentioned before, the focus of the AI Act
lies on conformity and risk rather than the protection
of individuals. This is also shown in the enforcement
mechanisms; individuals have no right to redress or
to raise a complaint under the rules and only those
with obligations under the AI Act can challenge regu-
lators’ decisions, not those whose rights are im-
pacted.”

Is non-compliance an option?

Owing to the anticipated high costs of compliance for
high-risk systems, together with the possible limited
positive effects on citizen trust and the expected
scattered enforcement of the rules towards public
authorities, it may be tempting for these bodies to
move towards non-compliance with the rules (for ex-
ample by purposely misclassifying their Al systems
as limited risk, so avoiding the stringent measures).
In this regard, a political factor may also come into
play, since disruptions in efficiency and effectiveness
with AI due to the burden of compliance may open
pathways to entirely different scenarios, namely a
perception that when current (democratic) systems
are not efficient, the allure of simplified, yet undemo-
cratic solutions may gain traction - such as those pur-
ported by populist and authoritarian regimes that
disregard or oppose rules on A"

Yet, with the previously outlined risks of unregulated
Al in the public sector, the importance of public
values in public services, such as transparency, pri-
vacy, non-discrimination and inclusivity and the ex-
emplary role that public authorities have regarding
this, non-compliance with the Act may not be a valid
option. Rather, public authorities may consider
shifting their AI strategies from developing and im-
plementing high-risk applications towards Al use
cases that have only limited risk, as positive effects
on effectiveness and efficiency are then less out-
weighed by the high costs of compliance resulting
from the many measures that need to be taken. How-
ever, some critics argue that although even when?
systems are deemed non-high-risk under the AI Act,
they may still carry risks to the health, safety and
fundamental rights of individuals.>® Furthermore,
those systems, performing only administrative tasks,
may lead to less efficiency and effectiveness than
(more advanced) systems that fall under the high-
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risk category. Luckily for public authorities, the AI
Act also offers some leeway in this regard.

Harnessing exceptions to the rules

In some specific Al use cases in the public sector,
there are exceptions that authorities can harness.
One such exception occurs in the context of law en-
forcement.® For example, the human oversight re-
quirement is somewhat less stringent for law en-
forcement agencies, with no mandatory verification
of individuals in the context of remote biometric
identification.?? In addition, although some systems
in the context of law enforcement are completely
prohibited, for example those related to real-time re-
mote biometric identification systems in publicly ac-
cessible spaces, there are again some exemptions, as
systems specifically used for a targeted search of a
missing person or preventing a terrorist attack are
exempted from the prohibitions.?

Something similar can be said for Al use cases in the
area of national security and defence as the nature of
national security as a responsibility of Member
States means that these areas are excluded of the
scope of the AI Act.? Yet, Public authorities should
be aware that the national security exemptions do
not always apply. This is because Al systems in these
contexts are often dual-use, with both civilian and
military purposes (e.g. drones). In these dual-use
cases, the AI Act would apply to the systems (as it is
not solely used for national security and defence) and
may be categorised as high risk, with many require-
ments.

In addition to the exemptions outlined above, there
are quite a number of other exceptions in the AT Act
which may offer leeway to public authorities. There-
fore, these institutions would do well to familiarise
themselves with these to optimally navigate the
rules.

Conclusion

The EU Artificial Intelligence Act will significantly in-
fluence the public sector’s use of AI. While low-risk
systems may continue to enhance efficiency and ef-
fectiveness with minimal regulatory impact, high-
risk systems face stringent requirements that burden
public authorities with compliance challenges when
these come into force in August 2026. These compli-
ance challenges are further underlined by the possible
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lack of benefits of compliance, i.e. fostering trust-
worthy AI and citizens’ trust and the possible scat-
tered and ineffective enforcement of the regulation,
reducing the incentive to comply.
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eraging the difficult concepts of trustworthy AI and
citizens’ trust, or harnessing the many exceptions to
the rules. From the perspective of the law itself, the
success of the AI Act and compliance with it by the

public sector will ultimately thus depend onits ability
to foster efficiency and effectiveness with AI without
a too higher burden of compliance, and its ability to
actually safeguard democratic values in the develop-
ment of Al, ensuring that Al serves the public good
rather than undermining it.

However, non-compliance with the rules to harness
effectiveness and efficiency with Al is not really a
feasible option for the public sector. Instead, public
authorities should consider reinventing their Al
strategies, striking a balance between effectiveness
and efficiency and minimal costs of compliance, lev-
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